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I. Overview

The WE-RWN300 network card reader base station supports POE or DC power supply
and connects to networks via WiFi or POE Ethernet, enabling rapid deployment of
positioning base stations wherever WiFi signals are available. The reader can detect tags up to
100 meters away, not only reading the electronic tag IDs but also calculating the actual tag
distance by measuring its wireless signal strength. When multiple base stations (readers)
operate together, they can pinpoint the exact locations of electronic tags within their effective
range, enabling real-time monitoring of personnel and items for efficient tracking and
retrieval.

The WE-RWN300 network card reader supports two card reading antennas, with the two
interfaces serving as mutual backups; by default, one interface is connected to the antenna.

For omnidirectional reading, both antennas can be connected—one facing left and the other

facing right—to achieve a wider reading angle and more precise positioning. Tag positioning

finds extensive applications in various fields such as smart warehouse management, logistics
tracking, indoor navigation, and personnel management.
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I1. Main Characteristics

¢ [t can simultaneously detect up to 1,000 electronic tags, with an antenna detection range
of up to 100 meters in open areas.

*The communication range with WiFi hotspots (50mW) is no less than 80 meters, and
network setup is simple.

+ [t measures the wireless signal strength of the electronic tag and calculates the actual
distance of the tag.

*You can call the tag for audio and visual alerts (available only for audio-visual tags)

*Supports connection of up to 4 card-read antennas, offering wider reading angles and
more precise positioning.

*The card reading antenna can be extended up to 30 meters (115,200 bps), ensuring easy
installation and deployment.

+[t provides an open protocol, enabling third-party systems to communicate with the card
reader seamlessly over the network.

*Provide an SDK development kit to enable users to develop their own tag positioning
management systems.

+ Powered by POE or a wide voltage range of 10-26 V; each reader consumes no more
than 800 mA (at 12 V).
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II1. Technical Parameters

project

specifications

pilot lamp

[BT]: Bluetooth status indicator light
Chang Liang: Bluetooth connection is normal
Always Off: Bluetooth connection is disconnected

[RUN]: System operation indicator light
Chang Liang (intermittent flash): Online normally
Frequent extinction (occasional flash): Online anomaly

[WiFi]WiFi wireless status indicator light

Chang Liang: The connection to the WiFi hotspot is normal.

Constant error: Abnormal connection to the WiFi hotspot.

[Mode], Mode indicator light
Chang Liang: WIFI mode.
Always Off: Ethernet mode.

[ANT]: The O indicator light on the card reader antenna flashes once per tag
read.

Ethernet interface

10M/100M Adaptive

POE supply electricity

Supports DHCP and UDP protocols

Provide an SDK development kit to support integration with third-party
systems

WiFi wireless

Wireless protocol: 802.11 b/g/n

Transmit power: 100 mW

Working frequency: 2.4—2.4835 GHz

Provide an open application communication protocol to support integration
with third-party systems

Card reading antenna

Communication Interface: RS232 Serial Port

baud rate: 115200,57600,38400,19200,9600 bps

Interface specifications: 4P terminal head (5V, GND, TXD, RXD)

USB parameter setting

USB-II interface, CH340 driver for virtual serial port, and Windows
configuration software.

Bluetooth Parameter
Settings

Supports BLE 4.2 specification
Communication range: 30 meters (depending on the environment)

working temperature

-40°C~85°C

Working humidity

Humidity below 95% (no condensation)

way to install

Ceiling mounting / Wall mounting (wall-mounted, bracket mounting, clamp
mounting, guide rail mounting)

power suppl

POE, 12V (1A), supports wide voltage supply range of DC12V-DC26V

size Length: 121 mm x Width: 78 mm x Height: 51.4 mm
waterproof and dustproof | IP67
weight 530g
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IV. Product Appearance

=
=

Interface | name specifications explain
WiFi antenna | WiFi SMA external thread, Connect the 2.4G WiFi antenna
internal hole
G Power source (output)
Card reading | R RS232 data reception 3.5mm terminal block for connecting the
antenna T RS232 data WE-TX20 card reader antenna.
(ANTO0/4) transmission
\" Power supply: 5V
(output)
BT Bluetooth status Chang Liang: Bluetooth connection is normal
indicator light Always Off: Bluetooth connection is
disconnected
RUN Device Operation Chang Liang (intermittent flash): Online
Indicator Light normally
Frequent extinction (occasional flash): Online
pilot lamp anomaly
WIFI WIFI connection When the card reader connects to the Wi-
indicator light Fi network, the light turns on.
Mode Mode indicator light WIFI/Ethernet mode indicator
ANTO Card reading antenna 0 | The card reader antenna flashes each
indicator light time it reads the tag.
POE Standard 48V POE Built-in voltage regulator, converts 48V
interface to 12V
POE Interface
LAN 10/100M Adaptive Report tag data via the network interface
Power + Positive power terminal | 3.5mm terminal block, voltage range
interface (12V) 10V=26V (12V recommended)
DC12V

Power supply location
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V. Network Configuration Description

The WE-RWN300 tag reader transmits the read tag information to the location server,
which performs comprehensive calculations on the data to determine the tag's precise location.
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The WE-RWN300 network card reader supports two card reading antennas, with the two
interfaces serving as mutual backups. By default, one interface connects to the card reading

antenna. For omnidirectional reading scenarios, both antennas can be connected—one facing

left and the other facing right—to achieve comprehensive card reading and more precise

positioning.
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VI. Parameter Settings

1. Connect the USB interface "SET" to the computer

Check the serial port number of the network-connected card reader on your computer. Open
Device Manager, locate the "USB-Serial CH340" device under the "Ports" category, and note
its COM number.
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If the computer cannot recognize this USB serial device, you need to install the corresponding
driver.

Run the network reader configuration tool
¢ WEEREERETR V36 = O X

SOEE
z0s: [SE -~ S0

After selecting the corresponding serial port number and clicking the "Open Serial Port"
button, the configuration software will display the firmware version and current parameters of
the network card reader. The device offers both wired and WiFi configurations; users can
modify the device parameters and then click "Apply".
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[Connection Mode]The default mode is "Wait for Platform Connection." This mode
communicates with the location server, and the device ID is set to 1 by default (typically
requires no modification). The device then waits for the location server management system
software to establish a connection.

When a platform connects multiple devices, the "Device ID" can be used to distinguish
between different devices. Alternatively, you can identify devices solely by their IP addresses
without modifying the Device ID.
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[Connection Mode] Change to "Active Connection Platform". In this mode, you need to
configure the "Platform IP Address requiring login", "Platform port number", "Device name",
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and "Device password". In this mode, the card reader can be deployed within a local area
network, actively connects to the cloud server, and sends card reading data.
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2. Bluetooth connection for WeChat Mini Program configuration

Turn on Bluetooth on your phone in advance, then search for "Shidian Location Assistant" in
the WeChat Mini Program.
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After entering the mini-program, click "Search," locate the Bluetooth name displayed on the
device's side (find-*******) "and tap to access it.
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On the Bluetooth configuration homepage, select the device's network mode—WiFi or
Ethernet. You can also modify the Bluetooth display name.
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2.1 WiFi Mode Settings

In this mode, users need to enter their WiFi credentials and the device's IP address
(enabling DHCP allows automatic IP address assignment from the router). Then, assign the
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obtained IP address to the device. Check the "WiFi" indicator on the panel—if it is lit, the
device is connected to the WiFi network.
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[Connection Mode]The default mode is "Wait for Platform Connection." This mode
communicates with the location server, and the device ID is set to 1 by default (typically
requires no modification). The device then waits for the location server management system
software to establish a connection.

When a platform connects multiple devices, the "Device ID" can be used to distinguish
between different devices. Alternatively, you can identify devices solely by their IP addresses
without modifying the Device ID.
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[Connection Mode]You can also select "Active Connection Platform." In this mode, you need
to configure the "Platform IP address requiring login," "Platform port number," "Device
name," and "Device password." Under this mode, the card reader can be deployed within a
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local area network, actively connects to cloud servers or third-party servers, and sends card
reading data.
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After selecting the connection mode, click the "Apply" button at the bottom of the page
to save the information. Wait 5 seconds until the reset device button changes from gray to
blue, then click "Reset Device" to restart the device. After successful restart, click "Query" to
verify that the modified information is correct.

2.2 Ethernet Mode
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In this mode, users must enter the device's IP address (enabling DHCP allows automatic
IP address assignment from the router), then assign the obtained IP address to the device
(Note: Subnet mask and default gateway are mandatory). Check the "demo" indicator on the
panel; if it is lit, the device is connected to the Ethernet network.
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[Connection Mode]The default mode is "Wait for Platform Connection." This mode
communicates with the location server, and the device ID is set to 1 by default (typically
requires no modification). The device then waits for the location server management system
software to establish a connection.
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When a platform connects multiple devices, the "Device ID" can be used to distinguish
between different devices. Alternatively, you can identify devices solely by their IP addresses
without modifying the Device ID.
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[Connection Mode]You can also select "Active Connection Platform." In this mode, you need
to configure the "Platform IP address requiring login," "Platform port number," "Device
name," and "Device password." Under this mode, the card reader can be deployed within a
local area network, actively connects to the cloud server, and sends card reading data.
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After selecting the connection mode, click the "Apply" button at the bottom of the page
to save the information. Wait 5 seconds until the reset device button changes from gray to
blue, then click "Reset Device" to restart the device. After successful restart, click "Query" to
verify that the modified information is correct.

VII. Reader Testing

1. The network connection is working properly.
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Using the configured IP address, open the command prompt on your computer and run
the ping command to verify whether the card reader device is accessible over the network.

Run the Network Card Reader Test Tool, enter the IP address of the network card reader, and
click Start:
5 RSBV 9 _

EREE
) )2 B | 4%5 EEE RE Fansns dB /cm BERE
1 0 1752902 IE% 800104 3¢ -64 / 2290
Eik d
2 0 1752907 IE= 900104 4d -60 /1584
by
38 3 0 1901455 RE 00 -86 /17378
=5l
IDS: 4 0 1901463 RE 10 -85 /15848
fRRRest: 5 0 1903862 IER 60 -84 /14454
vV & [ 0T © =088
se{EEA 6 0 1903878 IE% 70 -73 /5248
Hb.
33 = 7 0 1903901 IE% 40 -74 / 5754
IDE e
’ 8 0 1903904 IE% 70 -67 /3019
EiERsS:
— 9 0 1903905 2 70 -68 /3311
BERE E /
10 0 1903906 IE® 60 -81 /10964
Frees 1 0 1903907 IE% 50 -71 /4365
L - e
s S 12 0 1903908 1% 30 -70 / 3981
PR .
= 296 1
SEE 0
= =

Check the "Device Status" to see if it is "Connected". You can view the "Total Number of
Tags Read" and the "Number of Disconnected Tags." Disconnected tags are those that were
previously read but are now unavailable. The detailed information of detected tags is
displayed in a list.

The specific information of the detected tags is displayed in the list.

1. Card number: ID of the detected tag
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2. Substation: Which base station substation detected it? The WE-RWNO0300 card reader
base station automatically identifies itself as Substation 0.

3. Under-voltage condition: Green indicates normal operation; red indicates under-voltage
(this label will expire soon). The time from under-voltage to actual failure is no less than one
month.

4. Additional data: The reported tag can carry up to 7 bytes of custom data.
5. Distance: The distance between the tag and the sub-station (antenna).

6. Online time: Duration of the detected tag.

Audio-visual alert:

For test tags equipped with audio-visual alert electronic tags, enter the substation
number and tag ID to activate the alert.
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We provide the C++ source code for the "Network Card Reader Testing Software," enabling
customers to reference it for developing their own applications.

To further facilitate users' rapid development, we provide an SDK development kit and
demonstration program in C#. This enables users to integrate card reading functionality into
their software more conveniently and efficiently.

VIII. Distance Measurement Formula
This product calculates the distance between the electronic tag and the antenna by measuring

the wireless signal strength of the tag. There is an exponential relationship between the
distance and the wireless signal strength, as shown below:
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Due to chart size limitations, only the correspondence within 7 meters is displayed.

In the figure above, three values require repeated measurement and calibration.
1, LO: Signal strength when the tag is 0 cm away from the reader, measured at-8 dBm.
2, L1: Signal strength when the tag is 40 cm away from the reader, measured at-20 dBm.

3. L2: Signal strength when the tag is 100 cm away from the reader, measured at-30
dBm.

Based on these three values, the derived formula is as follows:

1. EEREATETL0, EEEEAEREXK,

2. ESEEXATETL, IEELMRELENER.
R = [(Lo-f5538%) / (LO-L1)] * 40

3. E58E/FL1, IEBRILURIEISEHILZIEE.

o leE=EE) /25)
BBE = 49 *100

For the specific algorithm implementation, please refer to the source code of our DEMO
software.

IX. Data Communication Protocol

9.1 Overview of the Agreement

The card reader is responsible for receiving messages from nearby electronic tags and

promptly transmitting them to the user application software (the client's proprietary platform
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software). Upon receiving the tag information reported by each card reader, the application
software calculates the tags' actual positions based on their distances from the antennas,

enabling various location-based applications.

The network card reader supports two modes: one is waiting to connect (server mode),

and the other is actively initiating a connection (client mode).

In the server-side mode, after the user application software logs in on the network card
reader device, the reader actively reports the received tag information to the application
software. During this process, the reader must periodically send heartbeat requests to the
application software to maintain the connection. Specifically, the application software first
sends a "login request" to the reader, which responds with a "login response" for confirmation.
The "login request" message contains a heartbeat interval; upon expiration, the reader sends a
"heartbeat request" message, and the application software returns a "heartbeat response"
message, establishing a bidirectional communication mechanism to sustain the connection. If
the reader fails to receive a response from the application software within three heartbeat

intervals, the connection is deemed invalid, and the reporting of tag information ceases.

In client mode, the network card reader proactively initiates a connection to the user
application software. Considering the usage scenarios and data security requirements of this
mode, an encrypted authentication method is employed. Specifically, the network card reader
sends a "Login Platform Request" message using the "Device Name" parameter; the
application software responds with a "Login Platform Response" message containing a
random number. The network card reader then uses this random number to encrypt the
password using the MDS5 algorithm into ciphertext and sends a "Password Verification
Request" message. If the application software successfully verifies the password, it sends a
"Password Verification Response" message to authorize login; otherwise, it denies the login
attempt. The "Password Verification Response" message includes a heartbeat interval; the
heartbeat mechanism for maintaining the connection is identical to that in the server mode

and will not be reiterated here.

9.2 Agreement Description
1 Network Protocol

The UDP protocol within the TCP/IP suite is adopted as the foundational protocol for

service delivery.

The UDP protocol server port number is provisionally set to 4099.
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2 Network Transmission Order

For two-byte, four-byte, or multi-byte content, send the high byte first, then the low byte.

When sending a byte of data, transmit the high-order bits first, followed by the low-order bits.

3 Message Format

Iy Length (byte) remarks

Protocol Authentication | 4 0x44535246 (ASCII “DSRF” )

TLanonace

Protocol Version | 1 Current version "4"

Number

message [D 1

CRC 16-bit check 2 16-bit CRC checksum (including content

lenoth)
Message length 2
Message content N
4 Message ID Definition
Message Name Card  Reader | Data flow direction price
Mode

Login Request server Application  software | 1
(card reader)

Login Confirmation server Card Reader | 2
(Application Software)

Send electronic tag | server Card Reader | 3

information (Application Software)

Call Tag Request server Application  software | 6
(card reader)

Call Label Verification server Card Reader | 7
(Application Software)

Call Label Denial server Card Reader | 8
(Application Software)

Send an SMS request server Application  software | 9
(card reader)

Send a text message to | server Card Reader | 10

confirm (Application Software)

Send a message to refuse server Card Reader | 11
(Application Software)

Batch Call Label Request server Application  software | 12
(card reader)

Batch Call Label | server Card Reader | 13

Confirmation (Application Software)

Batch call label rejection server Card Reader | 14
(Application Software)

Send a heartbeat request server Card Reader | 15
(Application Software)

Heartbeat Request | server Application  software | 16

Confirmation (card reader)
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(Application Software)

Keep

Login Platform Request client Card Reader | 32
(Application Software)

Log in to the platform and | client Application  software | 33

resnond (card reader)

Password Verification | client Card Reader | 34

Reauest (Application Software)

Password Verification | client Application  software | 35

Resnanse (card reader)

Send electronic tag | client Card Reader | 36

information (Application Software)

Send a heartbeat request client Card Reader | 37
(Application Software)

Heartbeat Request | client Application  software | 38

Confirmation (card reader)

Call Tag Request client Application  software | 39
(card reader)

Call Label Verification client Card Reader | 40
(Application Software)

Call Label Denial client Card Reader | 41
(Application Software)

Send an SMS request client Application  software | 42
(card reader)

Send a text message to | client Card Reader | 43

confirm (Application Software)

Send a message to refuse client Card Reader | 44
(Application Software)

Batch Call Label Request client Application  software | 45
(card reader)

Batch Call Label | client Card Reader | 46

Confirmation (Application Software)

Batch call label rejection client Card Reader | 47
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9.3 Message Interaction Process

[Device Awaits Connection] Process

application Network Card RFID

nttens L 2 WO B

Login Request I
/ “ngin - I A Tag Signal

A Tag Data I
/ B Tag Signal
B Tag Data

Heartbeat

A Tag Signal
A Tag Data
B Tag Signal

B Tag Data

{ il

Heartbeat
Dacnnanca

A Tag Signal
A Tag Data
B Tag Signal

B Tag Data
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[Device Active Connection] Process

application Network Card RFID
Login PI.
\

Log in to the

alatfriian and

Password

N7t uto

Password

XT_ e

A Tag Signal
A Tag Data .
B Tag Signal
B Tag Data

A Tag Signal

A Tag Data
B Tag Signal

B Tag Data

™o A Tag Signal

A Tag Data
B Tag Signal
B Tag Data
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9.4 Message Content Description

1 Login Request (0x01)

explain :

The user application software sends a login request to the card reader.

Message content:

Length (byte) content

16 Username (string)

16 Password (string)

1 Heartbeat cycle duration, in seconds
Username/Password

The default username for the card reader is "admin" and the default password is

"888888".
A string is a sequence of characters ending with the character "\0' (0x00).
Heartbeat cycle duration

The card reader must send a "heartbeat request" message to the software platform after
the heartbeat cycle time expires. If the card reader fails to receive a response from the
application software after three heartbeat requests, the connection is deemed failed, and the

reporting of tag information is discontinued.
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Message example:

44 53 5246 04 01 5C 82 00 21 61 64 6D 69 6E 00 00 00 00 00 00 00 00 00 00 00 38 38 38 38 38
38 00 00 00 00 00 00 00 00 00 00 0A

HERRT

44 53 52 46 : BEHVIRIR

04 RS

01 D BE&aS (BREK)

5C 82 . EHMNZER CRC16 (ModBus) 1&{E
00 21 . HRAEKE (33)

61 64 6D 69 6E 00 00 00 00 00 00 00 00 00 00 00 : AP+ "admin”
38 38 38 38 38 38 00 00 00 00 00 00 00 00 00 00 : #EFS "888888"
0A . BB 10 B

2 Login Response (0x02)

explain :

The card reader confirms the application software's login request.

Message content:

Length (byte) content

1 Login result (0: successful; other
values- failed)

4 equipment 1D

Message example:

44 53 5246 04 02 95 DA 00 05 00 00 00 00 01

HERRT
44 53 52 46 : BEHYRR
04 YRS
02 D HESRE (BRNE)
95 DA . KEMAAM CRC16 (ModBus) 12I8{E
00 05 D IHEHREKE (5)
00 . BRER
00 00 00 01 DB D

3. Electronic tag data (0x03)
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explain :

The card reader sends the read electronic tag data to the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number

1 Electronic Tag Attributes

0~7 Extended data byte

1 Wireless signal field strength
(dBm)

Substation address code: 1 byte. The substation number in the tag data read by Card
Reading Antenna 0 is 0, while the substation number in the tag data read by Card Reading

Antenna 1 is 1.
Electronic tag card number: 4 bytes, the ID code of the read electronic tag.

Electronic tag attributes: 1 byte, storing tag type, under-voltage
firs 7 6 5 4 3 2 1 0
I | | |
TR E BIR A YNEETT
| | | |
flag, extended data length, etc.

Bit 0: Undervoltage flag. 1: Undervoltage; 0: Normal.
Bit 1-3: Tag type. 0: Regular tag; 1: Audio-visual tag; 2: SMS tag

Bit 4: Motion flag. This bit is valid only for motion detection tags. 0: Tag is
stationary 1: Tag is moving

Position 5—7: Extended data length. When necessary, the tag can upload additional
data (e.g., humidity). The extended data field follows immediately after the attribute byte and
can be 0—7 bytes in length.

Extended data byte: 0—7 bytes. The length of the extended data is specified in the attribute

byte and can carry tag-specific data such as temperature. The extended data can occupy up to
7 bytes or be omitted entirely.
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Wireless signal field strength: 1 byte. This is the measured wireless field strength when
reading the electronic tag signal, and the tag distance can be calculated based on the field

strength value. Range: -128 dBm to 0 dBm

The larger the byte value, the stronger the actual wireless signal strength, indicating that the

tag is closer to the reader.

Message example:

44 53 5246 04 03 64 1B 00 0B 00 00 00 01 01 00 1B 81 7A 00 AB

HERR
44 53 52 46 : BEIMGRR
04 : NRES
03 D BESY (IREER)
64 1B . KEHAZEN CRC16 (ModBus) 1#AEE
00 0B D HEHREKE (11)
00 00 00 01 D RFID
01 S R =1
001B817A  : #=& ID (1802618)
00 : B (BEE BELER S8 EFED)
AB : {5558% (-85db)
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4 Call Tag Request (0x06)

explain :

When the application software needs the specified tag to emit light and sound, it must

send a tag request message.

Message content:

Length (byte) content

1 Sub-station address code

4 Electronic tag card number
1 Remind duration (seconds)
1 Reminder Mode

Effective reminder duration:

After sending the reminder command, how long does the reminder remain valid? (After
the reminder expires, the tag will continue to send reminders automatically for 10 seconds

until the timeout.)

Reminder Mode:
The general definition is as follows (definitions of individual audio and visual tags may
vary slightly)
Call Mode explain
0 Only the green light is flashing
1 The green light is flashing and the
2 Only the red light is flashing
3 The red light is flashing and the
4 Only allcernating,.r red and green
5 Altérnating red and green flashes +
255 Stop Reminder
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Message example:

44 53 5246 04 06 2C F5 00 07 00 00 1D OE 54 3C 00

W
44 53 52 46 : BSHNUTIR
04 MRS
06  HEHS (FIREEK)
2C F5 : FKEHINZER) CRC16 (ModBus) #5&(E
00 07 . HEREKE (7)
00 D DuhS
00 1DOE54 : ¥R¥EID (1904212)
3C : IEIYEHS (60 F2)
00 . REERI (B, AEF)
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5 Call Tag Confirmation (0x07)

explain :
The card reader confirms the application software's call tag request message. If the

application software sends a "Call Tag Request" message but does not receive a "Call Tag
Confirmation," it must resend the request message.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number

Message example:

44 53 5246 04 07 83 42 00 09 00 00 00 01 00 00 1D OE 54

HE R
44 53 52 46 : EEHNURR
04 : RAS
07 D BEaS (FFREmIA)
83 42 : KEFIPNZEAI CRC16 (ModBus) #38{E
00 09 D HERBKE (9)
00 00 00 01 &% D
01 D puhs

00 1IDOES54 : #7Z=ID (1904212)
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6 Call label rejection (0x08)

explain :

The card reader fails to respond to the application software's call tag request message,
such as when the branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number
1 Failure Reason Value

Message example:

44 53 52 46 04 08 B5 CD 00 0A 00 00 00 01 00 00 1D OE 54 01

BB
44 53 52 46 : BEHURR
04 : MR AES
08 D HEHS (FURSIESE)
B5 CD : KEHNER CRC16 (ModBus) #&{E
00 0A : HEAREKE (10)
00 00 00 01 : REID
00 D kS
001D OES4 : #REID (1904212)
01 L DUANEE
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7 Send an SMS request (0x09)

explain :

The application software sends an SMS to the specified tag (only SMS tags are valid).

Message content:

Length (byte) content

1 Sub-station address code
4 label ID

2 SMS number (0-29999)
1 Year (actual year-2020)
1 moon

1 sun

1 Time

1 Section

1 second

1 SMS message length (0 — 110
110 SMS message content

Message example:

44 53 5246 04 09 E4 36 00 13 00 00 1D OE 54 00 01 02 06 17 OF OF 24 05 68 65 6C 6C 6F

HE R
44 53 52 46 : BEMUTR
04  ARERS
09 D HESS (BEEXK)
E4 36 » KEHRNSK CRC16 (ModBus) H&(E
0013 D HERBKE (19)
00 D kS (0)
00 1D OE 54 : #RE 1D (1904212)
00 01 : BERS (1)
02 . & (2022)
06 : B (6)
17 : B (23)
OF :NEF (15)
OF D3 (15)
24 : ¥ (36)
05 : BIEKE (5)
68 65 6C 6C 6F : FBEARA "hello”

8 Send a text message for confirmation (0x0A)
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explain :
The card reader confirmed receipt of the SMS message from the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
4 label ID

Message example:

44 53 5246 04 0A 83 42 00 09 00 00 00 01 00 00 1D OE 54

HER
44 53 52 46 : BEMGTR
04 s IR AS
0A  iBE&aS (EEHA)
83 42 : KEHNESAI CRC16 (ModBus) &{E
00 09 . HERBKE (9)
00 00 00 01 . R%ID
01 D puhs

00 TIDOES5S4 : #RE ID (1904212)
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9 Send an SMS rejection (0x0B)

explain :

The card reader receives SMS messages from the application software but cannot send
them, for example, when the branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
4 label ID

1 Failure Reason Value

Message example:

44 53 5246 04 0B B5 CD 00 0A 00 00 00 01 00 00 1D OE 54 01

HE R
44 53 52 46 : BEMUETR
04 ;IR ES
0B . BEHS (EfEE)
B5 CD : KEHNARI CRC16 (ModBus) 123&{E
00 0A . HEASKE (10)
00 00 00 01  R&ID
00 =
001D OES54  : =& ID (1904212)
01 D DUNATELR
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10 Batch call tag request (0x0C)

explain :

When an application needs to call multiple tags simultaneously, it must send a batch tag
call request message. A single message supports calling up to 80 tags.

Message content:

Length (byte) content

1 Sub-station address code

1 Remind duration (seconds)
1 Tag count (1-80)

4 Tag 1: Card Number

1 Tag 1 Reminder Mode

4 Tag 2: Card Number

1 Tag 2 Reminder Mode

4 Tag N Card Number

1 Tag N Notification Mode

Effective reminder duration:
After sending the reminder command, how long does the reminder remain valid? (After

the reminder expires, the tag will continue to send reminders automatically for 10 seconds
until the timeout.)

Call Mode:

The general definition is as follows (definitions of individual audio and visual tags may
vary slightly)

Call Mode explain

0 Only the green light is flashing

1 The green light is flashing and the
2 ]E)nly tl;e red Il;ﬁt is flashing

3 The red light is flashing and the

4 l(~)nly ali[:alfnatiﬂlfé}ed and green

5 Zitngr,r\lnating red and green flashes +
255 létop Renmirﬂl(,ier

Message example:

44 53524604 0C 2B 2A 00 12 01 3C 03 00 1D OE 54 00 00 1D OE 55 00 00 1D OE 56 00
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HERE

44 53 52 46 : WB{SHMIRR

04 D RS

0C D EHESS (HEFREIEK)

2B 2A : EKEMANZEAY CRC16 (ModBus) #:38{E

0012 D HERBKE (18)
01 D HeE (1)
3C : DENYERSATE) (60 #)
03 : HtEFIRERE (3)
00 1D OE 54 : S—5E ID (1904212)
00 D FMrEEREs (JTR)
00 1D OE 55 : SB”AMKE ID (1904213)
00  ETMREIREREL (BTR)
00 1D OE 56 : FE=MREID (1904214)
00 T BEMREIREELS (BXTR)
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11 Batch Call Tag Confirmation (0x0D)

explain :
The card reader confirms the application software's batch call tag request message. If the

application software sends a "Batch Call Tag Request" message but does not receive a "Batch
Call Tag Confirmation," it must resend the request message.

Message content:

Length (byte) content
4 Card reader device ID
1 Sub-station address code

Message example:

44 53 52 46 04 0D 05 DB 00 05 00 00 00 01 01

AR
44 53 52 46 : ESHURR
04 : R A S
oD D BRaS (HEMFEiREmA)
05 DB . KEHINZER CRC16 (ModBus) #B6{E
00 05 . HEHRSKE (5)
00 00 00 01 : ®&ID
01 T SrubithhbEg
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12 Batch call tag rejection (0x0E)

explain :

The card reader cannot respond to the application software's batch call tag request
messages, such as when a branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
1 Failure Reason Value

Message example:

44 53 5246 04 OE 9B B7 00 06 00 00 00 01 01 01

HER
44 53 52 46 : BEHIRR
04 s YRR S
OF D HESS (HEFIIRSIES)
9B B7 : KEFRER CRC16 (ModBus) #238{E
00 06  HEABSIKE (6)
00 00 00 01 : R ID
01 T puE
01 D PUAANELE
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13 Heartbeat Request (0x0F)

explain :
The application software and card reader can only exchange data with each other while

maintaining a connection. Therefore, the card reader must periodically perform a handshake
interaction with the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Number of branches (fixed value: 2)

1 Station status for Station 0 (Card reader antenna 0)
1 Station 1 status (Card reader antenna 1)

Status Definition:
0: Normal
1: Antenna positioning failure
2: Reader malfunction

3: Reader congestion (too many tags preventing timely transmission, resulting in data loss)

Message example:

44 53 5246 04 OF 7A 2B 00 07 00 00 00 01 02 01 01

HE R
44 53 52 46 : EEHMYTR
04 YR AS
OF : EHE&HS (LBEEK)
7A 2B : KEFMAZEA CRC16 (ModBus) 1E&{E
00 07 D HEREKE (7)
00 00 00 01 . B ID
02 T puE
01 1 0 BEoutiE
01 L1 S5ukE

14 Heartbeat Response (0x10)

explain :
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The application software and card reader can only exchange data with each other while
maintaining a connection. Therefore, the card reader must periodically perform a handshake
interaction with the application software.

Message content:

not have

Message example:

44 53 5246 04 10 BO 01 00 00

HE R

44 53 52 46 : BEHMYARR

04 ;i iEAS V0.3

10 D HRaS (OBRRE)

BO 01 - KEHWNZEM CRC16 (ModBus) 1R3&(E
00 00 D HEAEKE (0)
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1. Platform login request (0x20)

explain :

The card reader actively logs in to the software platform based on the predefined
platform address.

Message content:

Length (byte) content

32 Device name: a string ending with "\0',

2 Device version: the high byte contains the main version
number, and the low byte contains the sub-version
number.

16 Version description: a string ending with the terminator
"N0'".

Message example:

44 53 5246 04 20 E1 69 00 32 64 65 76 30 30 31 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 02 00 56 32 2E 30 30 2E 32 32 30 36 30 36 00 00 00 00

HER

44 53 52 46 : ESHHMUTR

04 s iRAS V0.4

20 . BEaS (BR¥EEEKR)

E169 - KEHNER CRC16 (ModBus) B3&{E
00 32 . HERSEKE (50)

64 65 76 30 30 31 00 00 00 00 00 00 00 00 00 00 : IREFEBR

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0200 . ixeEhEA (2.00)

56 32 2E 30 30 2E 3232 3036 30 36 00 00 00 00 : KRR
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2. Platform login response (0x21)
explain :

The software platform confirms whether to allow the card reader to log in.

Message content:

Length (byte) content
1 Login result: Successfully set to 0
256 Random number: Used for the MD5

calculation in the subsequent password
verification process

Message example:

44 5352460421 AC940101 0012 IAF7F4F5F51CAS5BB 571694 9C EC F7 55 6C 80 64
CA 16 AD A7 E9 45 B7 FF BF 64 B4 3AB5 C9 FO 86 13 2D 8F 85 C2 60 74 9F 56 3A 62 9C 4C
D561 72 8F F9 64 5B 41 D8 28 2B B9 FC 5F E1 C8 7D OE 7C 41 77 34 10 BE BB AC 18 89 C5
54 OE 1D EF 6F 39 68 E4 48 C7 B6 56 19 1B A8 F4 2A 68 79 96 3D 7F 86 BB 2A ES OE 36 C7
293624 0A 7450217262 5CBCA210CF 28507794345D F8517C4537EBE]1 BA2D
4C388C 79 64 3F CCF7 6D D5 319474 6ABA 61 15 B4 95 E6 86 A3 40 B8 D7 98 EE 4E 77
D22C 10 FB 28 C4 B1 1B FE E2 BF FD 72 75 78 B7 D6 D8 EO OF 63 B2 10 84 2B 1B D1 93 50
00693374 C8B5A27037 78634993 F3 88 6006 B6 2D E8 44 B5 45 9D 6D 9E 99 B3 35 6A
0D 0D 42 33 25 B0 D6 45 C9 77 AD 77 45 08 29 BC 94 06 AC F5 DE 89 45 09 3F CB 90 38 CA
24 D7ACCE

HERRHT
44 53 52 46 : BEHHYIRR
04 ;AR AS V0.4
21 . HESS (BRFENE)
AC 94 - KEHNZARY CRC16 (ModBus) 1323&{E
01 01 . IBEABKE (257)
00 . BESRApTh

12 1AF7 FAF5F51C A5 BB 57 16 94 9C EC F7 55 : BEHEX
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3 password authentication request (0x22)

explain :

The card reader performs legitimacy verification with the software platform based on the

preset password.

Message content:

Length (byte)

content

16

MDS5 password: The MDS5 value of a password consisting
of a 256-byte random number and 32 password characters
(if the length is less than 32 bytes, pad with zeros at the
end).

Message example:

44 53 5246 04 22 50 1A 00 10 D4 0C 63 F7 4B 7C B5 D2 82 BF 69 8A EA 1E 53 C5

HE R
44 53 52 46 : EESHYERR
04 : iidERAS V0.4
22 D iBE&aT (OSEIREK)
50 1A . KEHINZAA CRC16 (ModBus) 1256
00 10 : BEREKE (16)
D4 0C 63 F7 4B 7C B5 D2 82 BF 69 8A EA 1E 53 C5 : 1% MD5
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4-command verification response (0x23)
explain :

The software platform confirms whether to allow the card reader to log in.

Message content:

Length (byte) content

1 Verification result: Successfully fixed to
0

1 Heartbeat cycle duration, in seconds

4 Card reader device ID

Message example:

44 53 5246 04 23 CA B3 00 06 00 OF 00 00 00 01

HERE
44 53 52 46 : BfEIMGRR
04 : hiERASS V0.4
23 D BEGS (ASEIENE)
CA B3 : KEHIAZEH CRC16 (ModBus) RaaE
00 06 . HEREKE (6)
00 . ISERETH
OF : OBEFERR
00000001 : EEERIGHEID

Heartbeat cycle duration

The card reader must send a "heartbeat request" message to the software platform after
the heartbeat cycle time expires. If the card reader fails to receive a response from the
application software after three heartbeat requests, the connection is deemed failed, and the

reporting of tag information is discontinued.
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5 Electronic tag data (0x24)

explain :

The card reader sends the read electronic tag data to the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number

1 Electronic Tag Attributes

0~7 Extended data byte

1 Wireless signal field strength
(dBm)

Card reader device ID: 4 bytes, the assigned card reader device ID.

Sub-station address code: 1 byte, representing the unique identifier for both the network
reader and the connected RS485 reader. If the tag is read by the network reader, the sub-
station number is 0 or 1 (corresponding to reader antenna O or 1). If the tag is read by an
extended RS485 reader, the sub-station number is the reader's address code plus 2 (ranging

from 2 to 33).
Electronic tag card number: 4 bytes, the ID code of the read electronic tag.

Electronic tag attributes: 1 byte, storing tag type, under-voltage
fir:7 6 5 4 3 2 1 0
I | | |
b RAUE BEtRE o il R RS
| | | |
flag, extended data length, etc.

Bit 0: Undervoltage flag. 1: Undervoltage; 0: Normal.
Bit 1-3: Tag type. 0: Regular tag; 1: Audio-visual tag; 2: SMS tag

Bit 4: Motion flag. This bit is valid only for motion detection tags. 0: Tag is
stationary 1: Tag is moving
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Position 5—7: Extended data length. When necessary, the tag can upload additional
data (e.g., humidity). The extended data field follows immediately after the attribute byte and
can be 0—7 bytes in length.

Extended data byte: 0—7 bytes. The length of the extended data is specified in the attribute

byte and can carry tag-specific data such as temperature. The extended data can occupy up to
7 bytes or be omitted entirely.

Wireless signal field strength: 1 byte. This is the measured wireless field strength when
reading the electronic tag signal, and the tag distance can be calculated based on the field

strength value. Range: -128 dBm to 0 dBm

The larger the byte value, the stronger the actual wireless signal strength, indicating that the

tag is closer to the reader.

Message example:

44 53 5246 04 24 64 1B 00 0B 00 00 00 01 01 00 1B 81 7A 00 AB

HER
44 53 52 46 : ESHMUTR
04 s AR AS V0.4
24 D BR&HS (IREEE)
64 1B . KEHIRNZEAR CRC16 (ModBus) H&({E
00 OB . HEREKE (11)
00000001 : g% ID (1)
01 : DuhE (1)
001B 81 7A : #7& ID (1802618)
00 . B (EBiRE BELER R8T BED)
AB : {55588 (-85db)
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6 Heartbeat request (0x25)

explain :
The application software and card reader can only exchange data with each other while

maintaining a connection. Therefore, the card reader must periodically perform heartbeat
interactions with the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Number of branches (fixed value: 2)

1 Station status for Station O (the card reader antenna 0
connected ta the device itself)

1 Status of Station 1 (Card reader antenna 1 connected to the
device itself)

Status Definition:
0: Normal
1: Antenna positioning failure
2: Reader malfunction

3: Reader congestion (too many tags preventing timely transmission, resulting in
data loss)

Message example:

44 535246 0425 7A 2B 0007 00 00 00 01 02 01 01

HERET
4453 52 46 : BfSHHHUER
04 : Y ARAS V0.4
25 D AEST (LBEEX)
7A 2B : KEMWNZEA CRC16 (ModBus) 1&{E
00 07 D BRREKE (7)
00000001 : i&FID (1)
02 D pukEE (2)
01 01 1 0. 1 89S (EREBEENFHIRE)

7 Heartbeat Response (0x26)
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explain :
The application software and card reader can only exchange data with each other while

maintaining a connection. Therefore, the card reader must periodically perform heartbeat
interactions with the application software.

Message content:

not have

Message example:

44 53 5246 04 26 B0 01 00 00

HE R

44 53 52 46 : BEMYRR

04 ;i ARAS V0.4

26 D BRES (LBNE)

BO 01 - KENRESA CRC16 (ModBus) #38{E
00 00 . HEREKE (0)
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8 Call Tag Request (0x27)

explain :

When the application software needs the specified tag to emit light and sound, it must

send a tag request message.

Message content:

Length (byte) content

1 Sub-station address code

4 Electronic tag card number
1 Remind duration (seconds)
1 Reminder Mode

Effective reminder duration:

After sending the reminder command, how long does the reminder remain valid? (After
the reminder expires, the tag will continue to send reminders automatically for 10 seconds
until the timeout.)

Call Mode:
The general definition is as follows (definitions of individual audio and visual tags may
vary slightly)
Call Mode explain
0 Only the green light is flashing
1 The green light is flashing and the
2 Only the red light is flashing
3 The red light is flashing and the
4 Only allcernating,.r red and green
5 Alternating red and green flashes +
255 Stop Reminder
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Message example:

44 53 5246 04 27 2C F5 00 07 00 00 1D OE 54 3C 00

HERRT
44 53 52 46 : BEEMMATR
04 : YRS V0.4
27 D EEHS (IFIRSER)
2C F5 - KEFIANZAY CRC16 (ModBus) 1238{E
00 07 . HEREKE (7)
00 DS (0)
00 1D OE 54 : #57& ID (1904212)
3C . BXAETE (60 &)
00 : RBEEE (B ARE)
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9 Call Tag Confirmation (0x28)

explain :
The card reader confirms the application software's call tag request message. If the

application software sends a "Call Tag Request" message but does not receive a "Call Tag
Confirmation," it must resend the request message.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number

Message example:

44 53 5246 04 28 83 42 00 09 00 00 00 01 00 00 1D OE 54

HERRT
44 53 52 46 : BEMUTR
04 : HMARAS V0.4
28 : HESS (FIIREHIA)
83 42 : KEMNSHI CRC16 (ModBus) 13&{E
00 09 D IBRREKE (9)
00000001 : iBEID (1)
00 s = (1)
00 1D OE 54 : #x& ID (1904212)
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10 Call tag rejection (0x29)

explain :

The card reader fails to respond to the application software's call tag request message,
such as when the branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code

4 Electronic tag card number
1 Failure Reason Value

Message example:

44 53 5246 04 29 B5 CD 00 0A 00 00 00 01 00 00 1D OE 54 01

HEET
44 53 52 46 : BEHURR
04 : hidARAS V0.4
29 D BESY (IFiREEYs)
B5 CD - KEHWNZER CRC16 (ModBus) #E&(E
00 0A : HEHNEKE (10)
00000001 : i®FID (1)
00 : DEkE (0)
001D OE 54 : #r& ID (1904212)
01 . DAL
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11 Send an SMS request (0x2A)

explain :

The application software sends an SMS to the specified tag (only SMS tags are valid).

Message content:

Length (byte) content

1 Sub-station address code
4 label ID

2 SMS number (0-29999)
1 Year (actual year-2020)
1 moon

1 sun

1 Time

1 Section

1 second

1 SMS message length (0 — 110
110 SMS message content

Message example:

44 53 5246 04 2AE4 36 00 13 00 00 1D OE 54 00 01 02 06 17 OF OF 24 05 68 65 6C 6C 6F
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HE R
44 53 52 46 : BSHHRR
04 MR AS V0.4
2A D HBRS (BfEEK)
E4 36 . KENRZEAY CRC16 (ModBus) #38{E
00 13 . IBRREKE (19)
00 . PIEE (0)
00 1D OF 54 . #73% ID (1904212)
00 01 . BERE (1)
02 . £ (2022)
06 : B (6)
17 : B (23)
OF : NEF (15)
OF : P (15)
24 : # (36)
05 : BEKE (5)
68 65 6C 6C 6F . 2EWA "hello”
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12 Send a text message for confirmation (0x2B)

explain :

The card reader confirmed receipt of the SMS message from the application software.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
4 label ID

Message example:

44 53 5246 04 2B 83 42 00 0900 00 00 01 00 00 1D OE 54

HE R
44 53 52 46 : BEMYIRR
04 : iRASS V0.4
2B D IBRGS (BEHA)
83 42 - KBRS CRC16 (ModBus) HEBG({E
00 09 D HEREKE (9)
00000001 : i&FID (1)
00 : PuhE (0)
001D OE 54 : ¥RE ID (1904212)
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13 Send SMS rejection (0x2C)

explain :

The card reader receives SMS messages from the application software but cannot send
them, for example, when the branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
4 label ID

1 Failure Reason Value

Message example:

44 53 5246 04 2C B5 CD 00 0A 00 00 00 01 00 00 1D OE 54 01

HE R
44 53 52 46 : BEHIRR
04 ;M hRAS V0.4
2C D IRRWY (JEEER)
B5 CD - KEHIAEM CRC16 (ModBus) #3&{E
00 0A . HBRASKE (10)
00000001 : i&&ID (1)
00 : ouhE (0)
001D OE 54 : #x= ID (1904212)
01 . DAL
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14 Batch Call Tag Request (0x2D)

explain :

When an application needs to call multiple tags simultaneously, it must send a batch tag
call request message. A single message supports calling up to 80 tags.

Message content:

Length (byte) content

1 Sub-station address code

1 Remind duration (seconds)
1 Tag count (1-80)

4 Tag 1: Card Number

1 Tag 1 Reminder Mode

4 Tag 2: Card Number

1 Tag 2 Reminder Mode

4 Tag N Card Number

1 Tag N Notification Mode

Effective reminder duration:

After sending the reminder command, how long does the reminder remain valid? (After
the reminder expires, the tag will continue to send reminders automatically for 10 seconds

until the timeout.)

Call Mode:
The general definition is as follows (definitions of individual audio and visual tags may
vary slightly)
Call Mode explain
0 Only the green light is flashing
1 The green light is flashing and the
2 Only the red light is flashing
3 The red light is flashing and the
4 Only alternating red and green
5 Alternating red and green flashes +
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| 255 Stop Reminder

Message example:

44 53 5246 04 2D 2B 2A 00 12 01 3C 03 00 1D OE 54 00 00 1D OE 55 00 00 1D OE 56 00

HEREHT

44 53 52 46 : BEHIRR

04 ;M hRAS V0.4

2D D BEMT (HEFREER)

2B 2A - KEHRNEAY CRC16 (ModBus) BE&{E

00 12 . iHERBKE (18)
01 D DuEE (1)
3C : IENY{RIFETE (60 #2)
03 . HEEIFIRESEE (3)
00 1D OE 54 : F—M5EE ID (1904212)
00 C B—MTEREE (BTN)
00 1D OE 55 : B MMFZ ID (1904213)
00 : EOMREIREELS (BTW)
00 1D OE 56 : F|E=MrE ID (1904214)
00 : EEMRERERE (J|TW)
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15 Batch Call Tag Confirmation (0x2E)

explain :
The card reader confirms the application software's batch call tag request message. If the

application software sends a "Batch Call Tag Request" message but does not receive a "Batch
Call Tag Confirmation," it must resend the request message.

Message content:

Length (byte) content
4 Card reader device ID
1 Sub-station address code

Message example:

44 53 52 46 04 2E 05 DB 00 05 00 00 00 01 01

HERRT
44 53 52 46 : BSHHERR
04 : MMARAS V0.4
2E D ER&GS (HtEMFIIREIA)
05 DB . KEFINZER) CRC16 (ModBus) BHA&(E
00 05 : HBASKE (5)
00000001 : i®ZID (1)
01  DEES (1)
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16 Batch call tag rejection (0x2F)

explain :

The card reader cannot respond to the application software's batch call tag request
messages, such as when a branch station is offline.

Message content:

Length (byte) content

4 Card reader device ID

1 Sub-station address code
1 Failure Reason Value

Message example:

44 53 52 46 042F 9B B7 00 06 00 00 00 01 01 01

iH SRR
44 53 52 46 : E{SHYERR
04 ;RS V0.4
2F D HEGS (HEFREELR)
9B B7 - KEHANZEA CRC16 (ModBus) 134
00 06 . HEREKE (6)
00000001 : ig&ID (1)
01  DERE (1)
01 L DUNAEE
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